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Construction of Optimum Circuit for AES S-Box Based on an
Enhanced Delay-Aware Common Subexpression Elimination Algorithm

DAI Qiang,DAI Zi-bin, LI Wei
(PLA Information Engineering University , Zhengzhou , Henan 450001 , China)

Abstract; Aiming at the optimization of advanced encryption standard ( AES) S-box,an enhanced delay-aware com-
mon subexpression elimination algorithm is proposed. Under different delay constraints,the proposed algorithm can not only
optimize multiple constant multiplication circuit,but also provide all of the design trade-offs, from the shortest feasible delay
to the smallest area. Two constructions of S-box based on redundant finite field arithmetic which have optimal delay or the
optimal area are derived using the algorithm. The results obtained through optimizing examples show the algorithm achieves
high optimization efficiency and better overall delay optimization effect. In 65nm CMOS technology , the proposed S-box cir-
cuit which has the optimal area has the minimum area-delay product among the S-boxes based on composite field architec-
ture. Compared with the smallest S-box and the shortest delay S-box,it saves about 17. 58% and 19. 74% of the area-delay
product respectively.
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SCHk[3] (36,91,0,0) 392. 40 4T, +23Tx
k4] | (35,89,0,0) 383. 40 3T, +18Tx
SCER[7] | (38,107,16,4) 486.72 3T, + Ty +11Ty
MxE— | (38,87,16,4) 414.72 3T, +Ty + 11Ty
M= | (43,81,11,4) 393.12 3T, +T, + 12Ty

FHER 3 AT A SC S @Ml — S5 3CHk (7 ]S it
Bl /N, M3 S SR RERT IR 22 5 S st — 11 T AR
AINFHGTE— 5 3CHRLT ). SRR 4 ] AT FE S/, L ZE S
UK FSCHRL 7 | S5 — = SCHR[3 ] AT FRE s K F
SCHR4 ] AHH AR 30k 4], 2883 3 hauiE,
AL S EFHE— R B BB TS S
TR TE RS SR 3,4 B R R, A7 2 R AR AT B
AT S G — TR AE I RN K TR 3 e S
k.
5.2.2 LRSS

AR Verilog 1 5 4 S & LI IEAT RS , I F)
MZi4 THEIET 65nm CMOS T 255 i BA I JE HE 17 45

AL LR A IS IE flatten (I8 1k SR M B0 L T AL S, g
3 P NS T ARE RN SCHR (3 ] 530k (4119 S &k
AR A T TSR 3R 4 R T 3CR[3,4] 5
RIS G L BT f R R /DN I X 7 4 S 5 5 T
BUE .

®4 LREALER

T/ NERT 5 T RIERT 5
GES
R (ns) | A (wm?®) | ZERF(ns) AL ()
R3] 2.22 442.80 3.50 333.72
Sk 4] 1. 68 631. 44 2.80 333.00
oz — 1.45 695. 52 2.18 354. 60
Fazs — 1.49 635. 04 2.24 343.08

F T /IR IS A5 X 07 TR FR e K 5 die R TR IR o B2 T AR e /1y

4 A SCHRIAL S BHIAR ERF Y R/N KGR E 33 1
PG T4 R —E0 325 X LE TASCHIAT S G i 3
BRE3 ] BGEPIAFESCRRL 7,15 T 2 3380 S @it ik e
SR HP SOk T 103 3 FRBRASC S @B AN HEE
JEI /N, SRS | O T AL SRE I B B2 4538 S
gt T SCERLIS i gs Y 2a & 25 R 22 AE 180nm
TEFARAS AT O R T2 5 AR 1
FIHAE 65nm T 1% 55 R0 B SE I (5 IS AR SCRR
[IS] s ). SCRRLT T 9430 S @3 e 2 T OUARA BRI
AR AESCHRL T ] A VHE (u, ) A I 6.C XFS &
R TR E R A, LAY N A S @ S BE R
PEAT CSE fLfl, sk S ohSClik[ 7 ] A9 255 1 AR 2K
FAS &

x5 BXE S FHEESHIL

% | TZ(nm) | R (ns) | AL pm?) [?ITH%T;
k(3] 65 3.50 333.72 1168. 02
SCHR[4] 65 2.80 333.00 932. 40
k(7] 65 2.18 439.20 957. 46
k[ 15] 180 6. 54 2960. 49 -

HR[15] =| 65 2.36 386. 05 911.08
i — 65 2.18 354. 60 773. 03
g — 65 2.24 343.08 768. 50
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5 hacEk7 ] 5CER[4 18 S &R BHRTE M
FER B /NS AR/ S S 2 AL A i — S
B AILERT 5 SOk [ 7 ] AR R, H TR R L SOk (7 1080 T
19.26%. f & — /) S & it , JERF L SCmk [ 7 ] 36 n T
2.75% AR TE AR LLSCHR 7 T2 T 21, 89% , i1 AR-4E
PR SCRR 7 19820 T 19. 74% . #i— ) S & T FL
FUSCHR[4 ] 40 3138 m 7 6.49% (3. 03% , {H H G EL L
BR[4 10580 T 22.14% 20.00% , H. i FR-4E i FR L
SCHER4 4RI T 17.09% 17.58%. R4 HE 5 thag
AR ARSI AL S SR (RIS 1 ) o I Y T
FR-ZE B R/ T AR SCR T — S 3 AL I PR A B /), EL
AT AR - JE B FRASOR T

6 Zit

ASSCHRE Y T B 5 TR ZiE I R CSE 4575 EDACSE, ff
TEL E TEIF A 4 F F 5230 CSE Ak ik A v %o v, 26 4B
B A, O L RB A AR5 W6 2 29 451 T AR A 45
RS 2E B SR L P Ak 45 . SR A EDACSE 53074 X
ETIIRARBAEARNE &5 S &Lk 4,
b2 SR 3 B A EL T B0 A 28 B SN CSE 53.37% , EDACSE
AL RS AT 0 T R PR B TR R, HAT AR R
e PO A R AR ZE B /N B R S BT EDACSE 8803543
S TS GA1G 2 L PR B B U T AR e A Y
Wikl S &f7E. 75 65nm CMOS T 2 F Xt Wi fP S & i %
HATERE AR R WIIE R e S &% 1 ) T AR - ZE B AR
F /N AR A e FE TS B 4 1 e 0 )
BT 17.09% F1 19. 26% 5 IR B AL S & Aa 1 i 1 FH-ZE
AR, Fede /N A A S AE TS G2 4 VB L R A
S T 17. 58% F119. 74%
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